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Security Advisory Summary
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The security advisory summary below lists advisories issued between MARCH 09, 2010 and APRIL 14, 2010. This list is compiled by the Security Management
Team based on the notices we receive from numerous reputable resources including, but not limited to, the product vendors, Multi-State Information Sharing and
Analysis Center (MS-ISAC) and United States Computer Emergency Readiness Team (US-CERT).

Updating computer platforms to fix security vulnerabilities wherever possible is a security policy requirement. Please ensure testing and implementation happens
within your respective environments as soon as possible. If there are any questions or issues regarding WSUS please send an email to
tenn.update.services@state.tn.us.

Office, and Microsoft Exchange.

Vendor Date Rating Title URL Affected Software
Microsoft March 09, Microsoft has released updates to address http://www.microsoft.com/technet/security/bulletin/ Microsoft Windows
2010 wvulnerabilities in Microsoft Windows and IMS10-mar.mspx Microsoft Office
Microsoft Office.
Microsoft March 30, Microsoft has released out-of-band updates to  |http://www.micr .com/techn ri visor Microsoft Internet Explorer
2010 address critical vulnerabilities in Internet 981374.mspx
Explorer.
Microsoft April 13, Microsoft has released updates to address http://www.microsoft.com/technet/securi lletin
2010 \vulnerabilities in Microsoft Windows, Microsoft |ms10-apr.mspx Microsoft Windows

Microsoft Office
Microsoft Exchange
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Security Advisory Summary — March 10, 2010

The impacts of these vulnerabilities include
remote execution of arbitrary code, information
disclosure, and denial of service.

Vendor Date Rating Title URL Affected Software
Oracle April 13, The Oracle products and components listed http://www.oracle.com/technol epl ecuri Oracle Database 11g, versions
2010 above are affected by multiple vulnerabilities. |critical-patch-updates/cpuapr2010.html 11.1.0.7and 11.2.0.1

Oracle Database 10g Release 2,
versions 10.2.0.3 and 10.2.0.4
Oracle Database 10g, version
10.1.0.5

Oracle Database 9i Release 2,
versions 9.2.0.8 and 9.2.0.8DV
Oracle Application Server
10gR2, version 10.1.2.3.0
Oracle Identity Management
10g, version 10.1.4.0.1 and
10.1.4.3

Oracle Collaboration Suite 10g,
version 10.1.2.4

Oracle E-Business Suite Release
12, versions 12.0.4, 12.0.5,
12.0.6, 12.1.1 and 12.1.2
Oracle E-Business Suite Release
11i, versions 11.5.10 and
11.5.10.2

Oracle Transportation Manager,
versions 5.5.05.07, 5.5.06.00,
and 6.0.03

Oracle Agile - Engineering Data
Management, version 6.1.1.0
PeopleSoft Enterprise
PeopleTools, versions 8.49 and
8.50

Oracle Communications Unified
Inventory Management version
7.1

Oracle Clinical Remote Data
Capture Option versions 4.5.3
and 4.6

Oracle Thesaurus Management
System versions 4.5.2, 4.6 and
4.6.1

Oracle Retail Markdown
Optimization version 13.1
Oracle Retail Place In-Season
version 12.2

Oracle Retail Plan In-Season
version 12.2

Oracle Sun Products Suite
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Security Advisory Summary — March 10, 2010

Vendor Date Rating Title URL Affected Software
/Adobe April 13, /Adobe has released Security Bulletin, which http://www. e.com rt/securi lletin Adobe Reader 9.3.1 and earlier
2010 describes multiple vulnerabilities affecting apsb10-09.html 9.x versions
)Adobe Reader and Acrobat. Adobe Reader 8.2.1 and earlier
versions
/Adobe Acrobat 9.3.1 and earlier
9.x versions

IAdobe Acrobat 8.2.1 and earlier
\versions

In addition to the Security Advisories, we received the following security information bulletins:

ZEUS/WALEDAC RELATED ISSUES AT STATE OF TENNESSEE

* After some research, the SIRT has determined that the Zeus/Waledac hits at the state are being caused (in whole or in part) by the installation of certain
toolbars, one possible offender being the "Shop-at-Home" toolbar. The pc's should have this and other possibly offending toolbars removed. Thank you
for your continued cooperation and vigilance.

* On April 13, 2010, Microsoft issued 11 security bulletins for a variety of its software products including Windows operating systems, Publisher and Media

Player. Enterprise WSUS participants will receive update notifications from tenn.update services (See attached).

Links of Special Cyber/Security Interest:

http://www.msisac.org/dashboard
http://www.symantec.com/business/security response/index.jsp

http://isc.sans.or

Page 3 of 3


http://www.adobe.com/support/security/bulletins/apsb10-09.html
http://www.adobe.com/support/security/bulletins/apsb10-09.html
http://www.adobe.com/support/security/bulletins/apsb10-09.html
http://www.adobe.com/support/security/bulletins/apsb10-09.html
http://www.msisac.org/dashboard/
http://www.msisac.org/dashboard/
http://www.symantec.com/business/security_response/index.jsp
http://www.symantec.com/business/security_response/index.jsp
http://isc.sans.org/
http://isc.sans.org/

